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1. NANNITUALIANG
seuuwaluladansauma fadunsnddunansuimsifinnudifysoniasnuns Sududes

Isumsguasnvifieliiinanuiunsasnde aunsadlulivsslomisonisudmsssnisuas
Tusmavsssuluangingn wu Wamelilng (Safse), winfulm, dvi, nafelsaszuiaves
Tsafnidel¥alalsun 2019 (COVID-19) washunasnswdsunundousesiuaniunisaives
e deraliinUseAnSnmuazdananon1es19n15eL19geEn

nsuavnmdnlansgnindennudidyvesszvumalulagarsaune Jdlanuniuiag
Ududgaununsuimsanuniensoanngingauazannsnsesiun salinlsasyuindeiles deiltlade
mnaeuenuaziafenislusnssnurilfssuuimalulafansauma (Software) sauitaszuugUnsal
(Hardware) 1Aaaandemels Tnsamgegsdssyuumealuladasaumantunldlunsuimsianis

fathy nsugunmda Selddariunutiosiusasudlotiymainaaunisainaliuduey
wazduiivAreszuumalulagaisaumea (T Contingency Plan) NSUAYAINAN NTENTIAITITUEY
Wierdunseunuimslunsguasnunssuumealuladansauma wazudlodgmiiendavdmansznuse
FEUUWALLLAT AN TAUmNAYINTUFUNINTN
2. iUz

2.1 deormuanszuiunstuselumsufofdeuslotiymananiunisaianuliuiuey
uazfefithfterafniuiuszuumeluladansaumne

2.2 ieanmnudemefiazenaiiatutussuuimelulaBarsaume

2.3 ielinsufdieu dudululfedriiafosnm wagannsoudloaniunisallfogn
vyl nediifnaaunisainailiuiueunas feftR warannsasesiunisifnlsassuiadeiilos
3. wWnune

3.1 ssuuiwalulagarsaumauazlysunsudfuRnis (Database & Software) vy seUU
ToyagUied1uiniag (Data center), iulgdnsuaunmis (Web Application Program), szuudeya
DPIS svuudeya B&P, szuudeyanisiuniiads ssuuiitenisumsauniely (Back Office) léun
JEUUANsUTIMBIaNTIelind, sruunsaasiesUsyas Wudu

3.2 gunsalneufiumed (Hardware) 1y Ladesaesfimesusivisssuuidnisa (Network
Server), inSasnonfiumesusidnsszuuguioya (Database Server), insasneuininosuitnelddaiu
uazdhsastiona (Storage Serven), nFaausivedmiuluimsiiulusiasdng (Web server), indsnauiines
oafunisglauteyaainyananiouen (Firewall), e3eslilasresiimes, n3osnsuiimessiannm
(Note Book), LA389aLnULLBS (Scanner), 1A39fiuTLaL®e3 (Laser Printer), 1A30sfusLuununiin
(inkjet Printer), aUnsaldsadlnfindmsuasuiiamas (UPS), gunsainszansdyyininsating
(Switching HUB), gUnsalnszanadyansn3eviesinlians (Wireless Access Point)
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4. wumufiaiietasiunaznsinvianuuasadsdunienin an1udl uazanmwandeudu
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4.1 7A15 dauil
N3 Al waiiuildussuuansauna vaneds idaduiidmeszuuraufiuges suueiene
yiesvuvasaumABy 1 Aufiwioudoyadafuneufiumesuazqunaal fufiufiRmuvesyaainsma
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sosduiiunilinsegluuinaninisiudi-esn vesuaaaduguiumin

£ 4 1 =) (% v el 1 = IS o w ' A o J
waetliitheviedydnualnusuentianisilssuudidtyegnngluanuiaing

JrfpiUnden wseldnyualszguidaviorsaanadeluiiidmihnussde

@

a

o & v v A = a ] va &
'Vi’mf\]r]L‘Uum@ﬁisﬂlﬂﬁa\ﬂﬂiaqiﬂiaLﬂ'ﬁ@fmqﬁlL@ﬂﬂqi 1VG]®G]QLL8ﬂ NNIIIN UITLIEU
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lieygnliaegunsetuiinnmadeulmiluuinudnan Wuduve

O N o kB W

IANUNFIMSUNITAIUDUNARNUN LA8LENINNUINUNTNTNEINTAITAUNA TAAILT LD

Jastumainfsssuuangldlasuauan

4.3 N1SANUAUIIUNABIEINITSNYIANNNIUAIUADANY
1. 8059 tunuaz AU uNYesss uUImALULa BaTAWAAIY 9 DYILUNNZEY
~ 'Y Y] Y o Yay M Yo & Y
egaUszasdalun1siihseds muan mshwianuduaslasnds 1ngnldlasueugn siunslesiu
a A A a X 9
AMUEYERY ¢ Nio1aintuls
2. MAUALAZLUILENUSUNUN T UsTUUMALULaTa1SAUNATATALAL SAIUNITATINLNUNS
° | & A v Yo YR ° L Ao | | v
WAAIA LA UIVBINUN LTI ULAaZUSENIAASUNSIUNINU 1A8N1S ANUANUARINETI71akUsen AU

'
o Y

WuNv91uslU (General Working Area) WUNYIUVDIHALATEU (System Administrator Area)

[ '
aa

nunfAnfsgunsal szuuwmaluladansaumnea (IT Equipment Area) iufidaLiudeyaneuiiames (Data

Storage Area) haviunldnurievgliaty (Wireless LAN Coverage Area) {udu
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4.4 nsmuRuNsidieen armsanudl
1. fvuadvsgldau Adveriud-een uaztanaidvslunsiudiesn
Tuwsiay “duilldanssun” sgnedaiay
2. madhiisenAsvemhsny vesyaraneuen vieindese Wi fisnwianuasnse
wwdediiinauandasildseyfnuvasyanatu q wu Tnsussrsu Tueygadud Wudu udwhns
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3. niimsduiinTusagiainsiin-seniunddgvediuniase (Visitors)
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AufnsedesinUnsliiunudnnasnszeznaegneluniienu

5. Usndldsumsindesesdatnsliiunutanaenszeziainisineu

6. Iaiutuiinnsin-eendusuiunvsousuniinud1Aty WU (Data Center)
~ v A o &
weldlunisasvaeuluneasdeianudniy

v a 1 & A A a Ao o v Y] 2 & a

7. quagnindadeluiuviseuTnanianudAyunseiaaiadunisiauay 31nld
detesiumsagmevemindduvsedesiunisiinimenieninlae lildsueuns

8. Hinseugiamsiinfeiiuivieusnaiiianudifyvesynnanieusn uaznelivnua
AolivsNaniemelun1SdfausnafIng?

yva a1 v

9. adnenunssvtnignnAaseanaeuenilalungunaeiviseterinvunsiie 4 Nresuin

od e XA a o
sgnifiegluiuivieusnuiianuddny
10. fimsmivaunsidndsiiunniideyadAgdnnurseUssuianasy

[

11. WeygalvdlsidfadlUlunuivseusnamilanuddgriuunlisunmsoyn e
12. finsfigauldanu wu n1sldtnsga nsldsiaiu WWudu Wemuaunsdieenluiiuivie

UInaniAudAy (Data Center)

ee

13. dalndinsguanazidiseiansuiRnuresynaaniguantusmeiujiinuly fui vie
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4.5 ssuukaraUnsalatiuayun1svineu (Supporting Utilities)
1. fszuvafuayumaiussszuuimelulaBansaumaresihenuiifisme
sonufesnsldnulaglidszuudedeluil
- syuvdsaanszualnlia (UPS)

- AsRIN AN sEwalNANd1599 (Generator)
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- JPUUTBUIHINA
- syuuUiuena uazAIuALATIY
2. Wiinsmreaeuvionadeussuuatuayumatuetneiosloy o ada Lol
sulaleinssuuinunsund uazanaudssnmsdumadiumsvinauvesszuy
3. faktsruuudafiou eudufeunsdifsvuvatuayunisvhaumeluiensie

auRaUnAnIegAN1IYIna

4.6 nMsiauanglul aededns wazareialadu q (Cabling Security)
1. vandesnsiuasdygianiedievesndisnuludnwazinesinugi il

U3nandyaranieuenid1fela
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2. TnlimsSesvieanedygiumig 9 ielesiunsandudyaiu wionsdnaiy
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3. TAduaedygadeasuazanglniuenssnainiu ieUesiun1sunsnuass
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v A

6. viewilaudygrudeaseng o Unldaanlviain twedesiunisitnfwes

UAAANIEUBN
7. fsanldauaglwivesoonin uwnuanedygiadoansiuuia
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(19U @edyQ MUY coaxial cable) dusussuvaITaUATIAADY

8. AHUNTATINTTUUAEF Y IUFRANTNIMUALNDATIININTAAAIUNTIANTY

FouadaedlaiUseaan

4.7 nﬂiﬁﬂie%'nwﬂqﬂnsni (Equipment Maintenance)
1. Tdmuensingesshwgunsalnuseusseaua Uz UG
2. UiEmumiuzdilun1sinssnwmauaLuzin Yok En
3. daiutudindanssunstrgednwaunsaldmiunisliuinismness dieldlunis
) a v
nyIRaeUvsUsEiuluneva
4. dafivtuiintdgyniuazdaunnsesvesgunsaliny ieldlunisusuifiuwazysuuss

gunsal
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5. AuAuuazaendesguan1suURnuvesliuinisatgueniuiviinisungesny
gunsalneluniisau

vaa a v o w

6. nvlinseudiRansnsindgunsaindveyadidlaegsudneliuinsenn aeuen

v Y

[

7. (Auvihmsungeinwaunsed) wedesiunisiiifvleyalaslailasusugyie

4.8 N5UMSWIFUVDIMUIBIIUBNUBNUIBIIY (Removal of Property)
1. dnsvesygywneuthgunsaivseningdutusenluldnuuenmieny
2. AmuegSuiiaveulunsindeudhevisetigunsaleanuanmiieny
3. Amueszeraveinsiigunsaleantuldnuuenmiieny
4. Jeiimsihgunsaldehu nsnrgeuiaenndesiussevianeunInuas
ASIIERUNTTI LA VRIgUNTal

o e v ° 4 | 1% 1 = v
5. uiindeyanisiigunsalvesmhsnuesnluldnuuenmieny eenlily

wangudesiunisgame saumsdufinteyaiiuiiuilotigUnsaldenuy

4.9 nmstasfiugunsalinlderuaguaniiaeanu (Security of Equipment off-premises)
1. fmuamnsmMsanuvasadieivetesiuanudsinnisiigunsalnsensngdu
vowthsnueanldenu 1wy n1svuds nsiingURvgfugunsal

=) (% L2

2. linegunsaivisenindduveamthsnulilasdisluniansisoe

o

3. Whinsuiaveuguagunsaiviensndduvemisnuliialeuduninddurenuies

4.10 Msidngunsainsanisiigunsalndunnldeudnasi (Secure Disposal or re-use of
Equipment)
1. WivhaedeyadAnlugunsaineunasidngunsainenan

[y o

2. fumsnsvsemaiialunisauvisedeudeyariuuudeyaniiauddalugunsel dmsu

o 3

FafudeyanoufiazeygnligBuigunsaifululdnuse ileteatu lulidinsdisdeyaddnyihls
4.11 nsérsesdaya (Back Up)
1. msdsesdoyadnlusi@ lneszuuiniesusznanausideazyinnsdsestoyaliluaniniar
1 galunaniiosiuvesyniu
2. msdsesdoyadieszuu Manual Tnedmunlidnihiiiinisdises (Backup) feyan
svpznatfimnun sunsdalflissuunisvigednen (Restructure/Reformat) sruugIudoya

Usenaume
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2.1 mydrsetoyalszdniu awhnisdseseyanazlasiainsteya

2.2 msdseslayauseindan agvinisdrsestoya lassasneteya uaz Source Code
Ingduiintoyaastly External Hard disk

2.3 M3drsesdoya Source Code TUshnsuUsEdnoU

2.4 msdsestoyalszdny

4.12 msfdaya (Recovery)

1. ¥imsvagey Recovery foya tassaia warlusunsuufAnsgruteya Aldinmsdises
131 External Hard disk ynJugnsvesdunin

2. ¥MInAdey Recovery g1utoya waglusunsuufUiansgiudeys wazseuudusnis
vouedosmitgdsesildvinnmsdisesld ilenaaeussuumsihauilonIosdtendnideme

3. doyafifeswinn1s Recovery fuft IfuA 1w szuuteyagUaesuiniiy (Datacenter),
syuudoya DPIS szuudoya B&Pszuudeyanisiiunisads szuutiion1suinisauniely
(Back Office) loiuA sxuvasussaudianvseiing, ssuunisaesiesUsequ Wsunsutesiulifauaznis
gnlauANyARanIguan (Antivirus), lUsunsussuudianisn1sdnnisinsedig (Network Software)

waziIuledinsuaunIndn (Web Application Program)

4.13 mytasiul¥a

1. Aaddlusunsutiostulifaunsdmandeyalifastiaue

2. fmansnaoumhannedaieudaldandetufindoya

3. ManuszdnseTedlunisda e-mail Alinsuunasdisn wu spam mail
a.

sednsyislunmsannlluanludnne o andumesidn wu Buledandluanmilanig 9

4.14 n15U83AUNITYNTN UAZABANAIUNIIABNNINDS
A & v v g vy = = o &
dalunisasianudasadeliiussuumalulagansaumne Juuimensaiuauasl
1. 1msnsmuaNnsidisenissreuimesiivieuaznislesiunnudene Ingiuyang
nlagemunanihninedes wWilvluespeufivmesuidie windnduliiidmihnvesdrdnmalulad
ansawwea Wudsuiaveuihwidluinuseadiean In1sincesia / Key card Tunisidiesn

2. finsfinds Firewall wedesiulilignlildsueuginainssuuinietiedumesidnaiuse

Whgsruumalulagansauna uaziasevignauiinnes laeasiUaldau Firewall naaaiial
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3. fdwmihiiquaszuuieiete vhnsmsaaeutiinateyauuiaietedunesidnueeadng
Wedunausunadeyavuiadetisinfiviunumniauni niensBenldszuuinaluladansaumne
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Tl mugnnaniiiiuazanusuinveu

gl

4.15 MmsdamseagUnsaingnu

£
a = 1

A3 EUNSDUSUNBNURNIZINRTUADTEUUWALUlaTa15auwA Yasd1tnwmaluladansaune

Fulunbsnundniguasiiuszuuniotneaeuiiuneslaiinig dawsengunsal uazinsasdeniniy

1%
€ a

lunsdlreuiiumesiindadedldnulils Tnelinswiougunsaldsil
(1) USB Boot Disk
(2) wesitedmsunsiinds seuuURTRNY/sruueTetne/srunnuiidndny
(3) Aardsesdeyauarszuvnuitd ey
(@) TUsunsy Antivirus/Antispyware
(5) driver gunsasing 9
(6) syuudsaslignidu

(7) aUnsaldsodsing o vadAsoIRRNiInDS

4.16 guUnsaidu 4 MAeadas ldun

(1) gUnsaimuAuMIingeiodisfidonia Firewall Andsegiiados Server ndn Aivimiind
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N3UAUANTR Ae STUU Intemet 117U 2 LA3BS

() qunsaifumAsrluRdeaaadl dwsugunsal IT fessog fivies Server dinmelulaBensaumne
dwsunsalinllndiluvios Server

(3) daliilszuuvhanufudlaadungluies Server ila3nwaussnuzIATea Server Ifanunsn
yholinaen 24 4l

(@) FaliTllusunsudmiunsaey waztlesiunisyngniingssuuyssnanagiudoyaindos

WU VAN U 1 TUSHATY
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(5) IntvdilusunsudmsudasiunisgniusunsuhidadnviarelusunsussuudUiinisuay
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Y

| =
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n13imuA Login WAz Password tunsidnfistayawasidansvindunauisaidnfuagivdgunlas

wiledoyald dldszuumilun {sdudymnlunibsnudivesssuu Wufeyd@ldddunisld

Y
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5. Gaujjialunisuiladymaindenda
5.1 nsdhinmalnlng (SpAse)
5.2 n3ddluiley
5.3 n3tipuAulng
5.4 nstllasnssuaunsailuvies Data Center
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